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[bookmark: _Hlk166743065]Equality Statement
Frimley Integrated Care Board (ICB) aims to design and implement services, policies and measures that meet the diverse needs of our service, population and workforce, ensuring that none are placed at a disadvantage over others. Throughout the development of the policies and processes cited in this document, the ICB has:

· Given due regard to the need to eliminate discrimination, harassment and victimisation, to advance equality of opportunity, and to foster good relations between people who have shared a relevant protected characteristic (as cited under the Equality Act 2010) and those who do not share it;

· Given regard to the need to reduce inequalities between patients in access to, and outcomes from, healthcare services and in securing that services are provided in an integrated way where this might reduce health inequalities.

Members of staff, volunteers or members of the public may request assistance with this policy if they have particular needs. If the member of staff has language difficulties and difficulty in understanding this policy, the use of an interpreter will be considered.

The ICB embraces the four staff pledges in the NHS Constitution. This policy is consistent with these pledges.
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1. [bookmark: _Toc522528660][bookmark: _Toc49178007][bookmark: _Toc153869148]INTRODUCTION

[bookmark: _Hlk166743077]NHS Frimley Integrated Care Board (the ICB) is under a legal duty to comply with ‘individual’s rights’ requests under the Data Protection Legislation, in relation to personal information that it holds. It is a legal requirement that all requests for personal information held by the ICB are handled in accordance with data protection legislation.

This policy and accompanying standard operating procedure (SOP) details the approach that the ICB will take in responding to these requests along with useful guidance and steps to follow when requests are received anywhere within the ICB.

2. [bookmark: _Toc484525925][bookmark: _Toc522528661][bookmark: _Toc49178008][bookmark: _Toc153869149]SCOPE AND DEFINITIONS	
Scope 

It is the responsibility of all ICB staff to respond to and help process requests under the individual rights set out in data protection legislation as soon as it is received by the ICB. 

Any personal data in relation to an individual, no matter what format, where or how it is stored by the ICB falls into the scope of information that can be requested by individuals (i.e., data subjects) under the ‘Individuals Right’s contained within the Data Protection Legislation. All requests must be reviewed, without delay to see if the request can and should be complied with.

Requests received by third parties in regard to access to a data subjects personal data (e.g. the Police or Home Office) should be handled using the process described within the Standard Operating Procedure.

Definitions

	Commercially confidential Data/Information
	Business/Commercial information, including that subject to statutory or regulatory obligations, which may be damaging to the ICB or a commercial partner if improperly accessed or shared.  Also as defined in the Freedom of Information Act 2000 and the Environmental Information Regulations.

	Controller
	A controller determines the purposes and means of processing personal data.  Previously known as Data Controller but re-defined under the GDPR.

	Personal Confidential Data
	Personal and Special Categories of Personal Data owed a duty of confidentiality (under the common law).  This term describes personal information about identified or identifiable individuals, which should be kept private or secret.  The definition includes dead as well as living people and ‘confidential’ includes information ‘given in confidence’ and ‘that which is owed a duty of confidence’.  The term is used in the Caldicott 2 Review: Information: to share or not to share (published March 2013).

	Personal Data

	Any information relating to an identified or identifiable natural person (‘data subject’);  an identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person

	Processor
	A processor is responsible for processing personal data on behalf of a controller.  Previously known as Data Processor but re-defined under the GDPR.

	‘Special Categories’ of Personal Data

	 ‘Special Categories’ of Personal Data is different from Personal Data and consists of information relating to:
(a) The racial or ethnic origin of the data subject
(b) Their political opinions
(c) Their religious beliefs or other beliefs of a similar nature
(d) Whether a member of a trade union (within the meaning of the Trade Union and Labour Relations (Consolidation) Act 1998
(e) Genetic data
(f) Biometric data for the purpose of uniquely identifying a natural person
(g) Their physical or mental health or condition
(h) Their sexual life




	Abbreviation
	Meaning

	ICB
	Integrated Care Board

	CSU
	Commissioning Support Unit

	DPA
	Data Processing Agreement 

	DPA 2018
	Data Protection Act 2018

	DPO/DDPO
	Data Protection Officer/Deputy Data Protection Officer

	FPN
	Fair Processing Notification (privacy notice)

	GDPR
	General Data Protection Regulations

	IAA
	Information Asset Administrator

	IAO
	Information Asset Owner

	ICO
	Information Commissioners Office

	IG
	Information Governance

	IT
	Information Technology

	SCW
	South, Central and West CSU

	SIRO
	Senior Information Risk Owner



3. [bookmark: _Toc522528662][bookmark: _Toc49178009][bookmark: _Toc153869150]DETAILS OF THE POLICY AND COMPLIANCE WITH THE DATA PROTECTION LEGISLATION

3.1 acknowledging individual rights
The General Data Protection Regulation (GDPR) provides rights for individuals which fall into 2 distinct categories.  Firstly, where an individual wants to know what (or why) data the ICB is processing about them and/or have access /a copy of that data.

Secondly where an individual wants the ICB to make changes to what or how the ICB is processing their personal data, or for the ICB to pass on their personal data to another party. In these requests, the individual is not requesting access to, or a copy of the data itself:

An individual or their representative can exercise several data subject rights to the ICB. These do not confer automatic agreement to the request but will be duly considered by the ICB – the Appendix and SOP contains more in-depth detail regarding each of the rights. 

These rights include but are not limited to the following:-
· obtain from the ICB confirmation as to whether personal data concerning him or her are being processed, and, where that is the case, request access to the personal data (a Subject Access Request/Right of Access)
· obtain from the ICB without undue delay the rectification of inaccurate or incomplete personal data processed by the ICB concerning him or her (Right to Rectification)
· obtain from the ICB the erasure of personal data concerning him or her in certain circumstances (Right to Erasure)
· obtain from the ICB restriction of processing of personal data concerning him or her in certain circumstances (Right to Restriction)
· receive the personal data concerning him or her, which he or she has provided to the ICB, in a structured, commonly used and machine-readable format and have the right to transmit those data to another controller in certain circumstances (Right to Data Portability)
· object to processing of an individual’s personal data in certain circumstances (Right to Object)
· not be subject to a decision based solely on automated processing by the ICB (Rights related to automated decision-making including profiling)

It should be noted that there are exemptions to some of these rights and whilst the ICB must acknowledge the request, there may be legal grounds for not complying with it.  Detailed guidance can be found in the SOP. 

Please see more information on Individual Rights here.

3.2 recognising an individual’s rights request
· A request can be made verbally or in writing. 
· It can also be made to any part of the organisation and does not have to be to a specific person or contact point.
· A request does not need to mention the phrase containing the right being exercised or the relevant GDPR Article to be a valid request. As long as the individual has clearly described their request; this is valid. We will check with the requester that we have understood their request and request any Identification/authorisation (if required).
· We will record the details of all requests we receive. 

The format that an Individual’s Rights request is received may differ from request to request. In essence, if an individual writes to the ICB or speaks to the ICB and asks for access, changes or objections of any kind to the personal data the ICB is processing about them (whether perceived or processing their data) it should be considered and handled where appropriate as an Individual’s Rights request. 

Members of the public who would like to exercise their individual rights under the GDPR should submit their requests to the Data Protection Officer frimleyicb.dpo@nhs.net.  Subject Access Requests and Access to Health Records Act requests should also be sent to the Data Protection Officer.

3.3 REFUSING A REQUEST
If the ICB considers that a request is ‘manifestly unfounded’ or excessive we can:
· request a "reasonable fee" to deal with the request; or
· refuse to deal with the request
In either case we will need to justify the decision. 

3.4 CHARGING A FEE
· Individuals rights requests are normally free of charge.   However, the ICB may in some circumstances be able to charge a fee such as for repetitive requests and requests that manifestly excessive.
· We should base the reasonable fee on the administrative costs of complying with the request. 
· If we decide to charge a fee we should contact the individual promptly and inform them. 
· We do not need to comply with the request until we have received the fee.

3.5 INFORMATION FOR REQUESTORS
The ICB must inform the individual without undue delay and within one month of receipt of the request: 

If the ICB are not acting: 
· the reasons we are not taking action;
· their right to make a complaint to the ICO; 
· their ability to seek to enforce a right through a judicial remedy
OR
If we are requesting further information:
· if we are requesting a reasonable fee or 
· need additional information to identify the individual
· we need to extend the response time
OR
We are actioning the request:
· Respond to the request

3.6 CALCULATING RESPONSE TIME
Under the Data Protection Legislation, the ICB has one calendar month to respond to any request. 

The ICB will calculate the time limit from the day we receive the request (whether the day after is a working day or not) until the corresponding date in the next calendar month.  If the response date falls on a bank holiday or weekend, we have to the following working day to respond.

3.7 EXTENDING THE RESPONSE TIME
We can extend the time to respond by a further two months if the request is complex or we have received a number of requests from the individual. We will let the individual know without undue delay and within one month of receiving their request and explain why the extension is necessary.

However, it is the ICO's view that it is unlikely to be reasonable to extend the time limit if:
· it is manifestly unfounded or excessive;
· an exemption applies; or
· you are requesting proof of identity before considering the request

3.8 verifying identity
If the ICB has doubts about the identity of the person making the request, we can ask for more information. However, it is important that we only request information that is necessary to confirm who they are.  We will take into account what data we hold, the nature of the data, and what we are using it for.

We will let the individual know without undue delay that we need more information from them to confirm their identity. We do not need to comply with the request until we have received the additional information.

4. [bookmark: _Toc522528663][bookmark: _Toc49178010][bookmark: _Toc153869151]ROLES AND RESPONSIBILITIES

Audit and Risk Assurance Committee 
It is the role of the Audit and Risk Assurance Committee to define ICB policy in respect of Information Governance, considering legislative and NHS requirements. The Audit Committee is also responsible for ensuring that sufficient resources are provided to support the requirements of the policy.

DPO and Governance Services
The DPO with the support of the Governance Services team is responsible for overseeing day to day Information Governance issues; developing and maintaining policies, standards, procedures and guidance; coordinating Information Governance in the ICB and raising awareness of Information Governance.

Information Asset Owners (IAOs)
Information Asset Owners are responsible for ensuring that Individual Rights requests are processed and responded to in line with Data Protection Legislation.

Information Asset Administrators (IAAs)
Information Asset Administrators will assist IAOs with processing Individual Rights requests by identifying team responsible for processing relevant data which should be documented on departmental Data Flow Mapping Tool.

Data Protection Officer
The Data Protection Officer will provide advice and guidance in complex or disputed situations or decisions where required.
 
Departmental Heads
Departmental Heads are responsible for ensuring that the policy and its supporting standards and guidelines are built into local processes and that there is on-going compliance. Part of this obligation is to ensure that all staff are trained and made aware of their obligations under this policy. 


All Staff
All staff, whether permanent, temporary, contracted, or contractors are responsible for ensuring that they are aware of and comply with the obligations under this policy.

5. [bookmark: _Toc522528664][bookmark: _Toc49178011][bookmark: _Toc153869152]TRAINING

All staff are required to complete mandatory information governance training (Data Security Awareness Training – Level 1) provided by NHS Digital via the e-LfH platform, accessible through staff ConsultOD accounts. 

6. [bookmark: _Toc522528665][bookmark: _Toc49178012][bookmark: _Toc153869153]PUBLIC SECTOR EQUALITY DUTY- EQUALITY IMPACT ASSESSMENT

An Equality Impact Analysis (EIA) has been completed. No adverse impact or other significant issues were found. A copy of the EIA is attached at Appendix B.

7. [bookmark: _Toc522528666][bookmark: _Toc49178013][bookmark: _Toc153869154]MONITORING COMPLIANCE AND EFFECTIVENESS

The application of this policy and the accompanying standard operating procedures will be monitored by the ICB through the Audit and Risk Assurance committee. If shortfalls in responses are identified these will be escalated to the Data Protection Officer.  

8. [bookmark: _Toc522528667][bookmark: _Toc49178014][bookmark: _Toc153869155]REVIEW

This document may be reviewed at any time at the request of either staff or management, or in response to new legislation or guidance, but will automatically be reviewed every year.
  
9. [bookmark: _Toc522528668][bookmark: _Toc49178015][bookmark: _Toc153869156]REFERENCES AND ASSOCIATED DOCUMENTS

LEGISLATION
All staff are required to comply with Data Protection Legislation.  This includes 
· the General Data Protection Regulation (GDPR), 
· the Data Protection Act (DPA) 2018, 
· the Law Enforcement Directive (Directive (EU) 2016/680) (LED) and any applicable national Laws implementing them as amended from time to time 

In addition, consideration will also be given to all applicable Law concerning privacy confidentiality, the processing and sharing of personal data including 
· the Human Rights Act 1998, 
· the Health and Social Care Act 2012 as amended by the Health and Social Care (Safety and Quality) Act 2015, 
· the common law duty of confidentiality and 
· the Privacy and Electronic Communications (EC Directive) Regulations

Consideration must also be given to the
· Electronic Communications Act 2000 
· Freedom of Information Act 2000
· Other relevant Health and Social Care Acts 
· Access to Health Records Act 1990 

GUIDANCE
· Standard Operating Procedures – INDIVIDUALS RIGHTS UNDER THE DATA PROTECTION LEGISLATION AND ACCESS TO HEALTH RECORDS ACT
· ICO Guidance 
· Individual’s rights are respected and supported
· Dept. of Health and Social Care 2017/18 Data Security and Protection Requirements
· NHS England Confidentiality Policy
· Records management: Code of Practice for Health & Social care
· Confidentiality: NHS Code of Practice - Publications - Inside Government - GOV.UK
· Confidentiality: NHS Code of Practice - supplementary guidance
· GMC guidance for managing and protecting personal information
· NHS Choices Your Health and Care Records  



[bookmark: _Toc522528669][bookmark: _Toc153869157][bookmark: _Toc485375619]APPENDIX A: THE INDIVIDUAL RIGHTS IN MORE DETAIL

THE RIGHT TO BE INFORMED (GDPR Articles 12, 13 and 14)
The ICB must provide individuals with information including (but not limited to): 
· Our purposes for processing personal data, 
· Our retention periods for that personal data, and 
· Who it will be shared with

This is called ‘privacy information’ or ‘Fair Processing Information’ and we must provide privacy information to individuals at the time we collect personal data from them.  If we obtain personal data from other sources, we must provide individuals with privacy information within a reasonable period of obtaining the data and no later than one month.  

How and what information should be provided
The information we provide to people must be 
· concise, 
· transparent, 
· intelligible, 
· easily accessible, and 
· it must use clear and plain language

We put our Privacy Notice on our website. 

We must regularly review, and where necessary, update our privacy information. We must bring any new uses of an individual’s personal data to their attention before we start the processing. 

THE RIGHT OF ACCESS BY THE DATA SUBJECT (SUBJECT ACCESS REQUEST – GDPR Article 15)
What is the right of access?
The right of access, commonly referred to as subject access, gives individuals the right to obtain a copy of their personal data as well as other supplementary information. 

What is an individual entitled to?                    
Individuals have the right to obtain the following from the ICB:

· confirmation that we are processing their personal data;
· a copy of their personal data; and
· other supplementary information such as
· the purposes of processing;
· the categories of personal data concerned;
· the recipients or categories of recipient we disclose personal data to;
· retention period for storing personal data or, where this is not possible, our criteria for determining how long we will store it;
· the existence of their right to request rectification, erasure or restriction or to object to such processing;
· the right to lodge a complaint with the ICO or another supervisory authority;
· information about the source of the data, where it was not obtained directly from the individual;
· the existence of automated decision-making (including profiling); and
· the safeguards we provide if we transfer personal data to a third country or international organisation

 Much of this supplementary information is provided in our privacy notice.

What about requests made on behalf of others?
The GDPR does not prevent an individual making a subject access request via a third party. Often, this will be a solicitor acting on behalf of a client, but it could simply be that an individual feels comfortable allowing someone else to act for them. In these cases, we need to be satisfied that the third party making the request is entitled to act on behalf of the individual, but it is the third party’s responsibility to provide evidence of this entitlement. This might be a written authority to make the request or it might be a more general power of attorney if the individual lacks mental capacity.

What about the records of deceased individuals?
The Data Protection Legislation only relates to living individuals. However, requests for access to personal data relating to deceased individuals can also be made under another piece of legislation – the Access to Health Records Act (AHRA) 1990. The same rules apply regarding ‘fees’ etc. under the GDPR; however requests under the AHRA must be completed within 21 calendar days if the records have not been amended in the 40 days immediately preceding the date of the application. If the records have been amended within this time period, the request must be responded to within 40 calendar days. The request must still be logged and actioned without undue delay. 

THE RIGHT TO RECTIFICATION (GDPR Article 16 and 19)
The GDPR includes a right for individuals to have inaccurate personal data rectified, or completed if it is incomplete although this will depend on the purposes for the processing. This may involve providing a supplementary statement to the incomplete data.

This right has close links to the accuracy principle of the GDPR (Article 5(1) (d)). However, although we may have already taken steps to ensure that the personal data was accurate when we obtained it; this right imposes a specific obligation to reconsider the accuracy upon request.

What do we need to do?
If we receive a request for rectification we should take reasonable steps to check that the data is accurate and to rectify the data if necessary. We should take into account the arguments and evidence provided by the individual.

THE RIGHT TO ERASURE (GDPR Article 17 and 19)
Individuals have the right to have their personal data erased if:

· the personal data is no longer necessary for the purpose which we originally collected or processed it for;
· we are relying on consent as our lawful basis for holding the data, and the individual withdraws their consent;
· we are relying on legitimate interests as our basis for processing, the individual objects to the processing of their data, and there is no overriding legitimate interest to continue this processing;
· we are processing the personal data for direct marketing purposes and the individual objects to that processing;
· we have processed the personal data unlawfully (i.e. in breach of the lawfulness requirement of the 1st principle);
· we have to do it to comply with a legal obligation; or
· we have processed the personal data to offer information society services to a child

There is an emphasis on the right to have personal data erased if the request relates to data collected from children. This reflects the enhanced protection of children’s information, especially in online environments, under the GDPR. For further details about the right to erasure and children’s personal data please read the ICO guidance on children's privacy.

RIGHT TO RESTRICT PROCESSING (GDPR Article 18 and 19)
Individuals have the right to request the restriction or suppression of their personal data.  When processing is restricted, we are permitted to store the personal data, but not use it.

This right has close links to the right to rectification (Article 16) and the right to object (Article 21).

Individuals have the right to restrict the processing of their personal data where they have a particular reason for wanting the restriction. This may be because they have issues with the content of the information we hold or how we have processed their data. In most cases we will not be required to restrict an individual’s personal data indefinitely, but we will need to have the restriction in place for a certain period of time.

THE RIGHT TO DATA PORTABILITY (GDPR Article 20)
Individuals have the right to obtain and reuse their personal data for their own purposes across different services.  It allows them to move copy or transfer personal data easily from one IT environment to another in a safe and secure way, without hindrance to usability.  Some organisations in the UK already offer data portability through the midata and similar initiatives which allow individuals to view access and use their personal consumption and transaction data in a way that is portable and safe.  It enables consumers to take advantage of applications and services which can use this data to find them a better deal, or help them understand their spending habits.

THE RIGHT TO OBJECT (GDPR Article 21)
An individual has the right to object to 
· processing based on legitimate interests or the performance of a task in the public interest/exercise of official authority (including profiling);
· direct marketing (including profiling); and
· processing for purposes of scientific/historical research and statistics



RIGHT NOT TO BE SUBJECT TO AUTOMATED DECISION MAKING AND PROFILING (GDPR Article 22) 
The GDPR applies to all automated individual decision-making and profiling.  Article 22 of the GDPR has additional rules to protect individuals if we are carrying out solely automated decision-making that has legal or similarly significant effects on them.  The processing is defined as follows:

· Automated individual decision-making (making a decision solely by automated means without any human involvement).  

Examples include an online decision to award a loan; or a recruitment aptitude test which uses pre-programmed algorithms and criteria.  Automated individual decision-making does not have to involve profiling, although it often will do.

· Profiling (automated processing of personal data to evaluate certain things about an individual) and includes any form of automated processing of personal data consisting of the use of personal data to evaluate certain personal aspects relating to a natural person, in particular to analyse or predict aspects concerning that natural person’s performance at work, economic situation, health, personal preferences, interests, reliability, behaviour, location or movements. 

[bookmark: _Toc518039909][bookmark: _Toc64376701][bookmark: _Toc153869158]
APPENDIX B – EQUALITY IMPACT ASSESSMENT

	1.
	Title of policy/ programme/ framework/ strategy being analysed.
NHS Frimley ICB Individual Rights Policy

	2.
	Please state the aims and objectives of the work and intended equality outcomes
This policy forms part of the wider commitment across the NHS to be an employer of choice and recognises that there are significant advantages in terms of employee recruitment, motivation and retention, where flexible working arrangements are offered in conjunction with a commitment to service to patients.
Frimley Integrated Care Board (ICB) aims to design and implement services, policies and measures that meet the diverse needs of our service, population and workforce, ensuring that none are placed at a disadvantage over others. The Individual Rights Policy details how the ICB will comply with ‘individual rights’ requests under the Data Protection Legislation. It is a legal requirement that all requests for personal information held by the ICB are handled in accordance with data protection legislation. This policy and accompanying standard operating procedure (SOP) details the approach that the ICB will take in responding to these requests along with useful guidance and steps to follow when requests are received anywhere within the ICB.

	3. 
	Who is likely to be affected? Eg staff, patients, service users, carers
The policy is applicable to all.

	4. 
	What evidence do you have of potential impact (positive and negative)
It is not anticipated that any adverse impact will be created.

	
	
	Yes/No
	Comments

	1.
	Does the document/guidance affect one group less or more favourably than another on the basis of:
	No
	This policy is equal across all groups.

	
	· Race
	
	

	
	· Ethnic origins (including gypsies and travellers)
	
	

	
	· Nationality
	
	

	
	· Gender
	
	

	
	· Culture
	
	

	
	· Religion or belief
	
	

	
	· Sexual orientation including lesbian, gay and bisexual people
	
	

	
	· Age
	
	

	
	· Disability - learning disabilities, physical disability, sensory impairment and mental health problems
	
	

	2.
	Is there any evidence that some groups are affected differently?
	No
	This policy is equal across all groups.

	3.
	If you have identified potential discrimination, are there any exceptions valid, legal and/or justifiable?
	N/A
	

	4.
	Is the impact of the document/guidance likely to be negative?
	No
	It is not anticipated that any adverse impact will be created.

	5.
	If so, can the impact be avoided?
	N/A
	

	6.
	What alternative is there to achieving the document/guidance without the impact?
	N/A
	

	7.
	Can we reduce the impact by taking different action?
	N/A
	

	Who
	Date of Assessments

	SCW CSU
	May 2024
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