

NRS Healthcare –Community Equipment for East Berkshire Residents
NRS Healthcare - potential data breach

All councils across Berkshire and two health integrated care boards have been notified that NRS Healthcare, one of its suppliers of health and care products suffered a cyber-attack and personal data may have been breached.

Impact on service users

We are working with NRS Healthcare to understand if there has been a breach and will contact affected clients directly if their information has been taken.

We have also informed the Information Commissioners Office and will work with them on any further steps we need to take.

Safety advice

We are asking everyone to be extra-cautious when opening e-mails and not to click on any links or documents unless they are sure they are genuine.

People should also be extra-vigilant about text messages, phone calls and home visits from people, especially those they are not expecting.

The supplier will never ask for payment or personal details.

Frequently Asked Questions

Why am I being told about a possible data breach?

All councils and two health ICBs have been notified that NRS Healthcare, one of its suppliers of health and care products, has suffered a cyber-attack and personal data may have been breached.

All are working with NRS Healthcare to understand if there has been a breach and if so to what extent. If there has been the affected service users will be contacted directly if information has been taken.

What information has been ‘taken’?

At this time, it is not clear if personal data has been taken in this incident.  As we receive more information, contact will be made with anyone directly effected.

Who are NRS Healthcare and what services do they provide?

NRS Healthcare is one of the largest providers of simple and complex aids to daily living, medical devices and technology enabled care to adults and children who are social care clients and/or in receipt of healthcare services.




When did this data breach happen?

We were made aware of the cyber-incident reported by NRS Healthcare on 2 April 2024. On 7 May, NRS Healthcare told us that documents had been taken during this attack. Their contents currently are not known.

What action did you take when you heard about the data breach? 

On identifying the cyber security incident, NRS Healthcare advised their systems were immediately taken offline and their business continuity plan was implemented, including appointing external specialists to help them understand the extent and impact of the issue. They complied with regulatory obligations including notifying the ICO. They are working to fully restore all their services and progress is being reported regularly to councils.

We are in regular meetings with NRS Healthcare to get more information about what happened and the potential impact on service users’ data in Berkshire.

What action are you taking now?

We are working very closely with NRS Healthcare to understand the extent of the cyber incident.  NRS Healthcare have engaged IT and cyber security experts to investigate this incident and identify any information which may have been compromised by the cyber-attack. 

NRS Healthcare have also notified and are working with the Information Commissioner’s Office, the National Cyber Security Centre and the National Crime Agency to manage this incident and have already taken a number of steps to ensure the safety of their computer systems.

If this data breach has a negative impact on anyone in Berkshire, we will contact them directly and will be providing advice for everyone involved.

I am worried about this, what should I do?

We are asking everyone to be cautious when opening e-mails and not to click on any links or documents unless they are sure they are genuine.

People should also be extra-cautious about text messages, phone calls and home visits from people, especially those they are not expecting.

NRS Healthcare staff are uniformed and carry identification.

There is also a full range of guidance and support on reporting scams on the National Cyber Security Centre website ncsc.gov.uk.

Are we the only councils affected?

Many local authorities and parts of the NHS across the country are impacted by this event.
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