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1. INTRODUCTION


NHS Frimley Integrated Care Board (ICB) aspire to the highest standard of corporate behaviour and clinical competence, to ensure safe, fair, and equitable procedures are applied to all organisational transactions. The ICB have a responsibility for manging incidents to ensure the services commissioned are safe and of a high standard.
Incidents and accidents at work are rare, but when they do happen the ICB has a responsibility to ensure that there are measures in place for safeguarding people, property, resources, and reputation. 
The ICB are responsible for ensuring the organisation learns from these incidents to reduce the risk of them happening again. It must also make sure staff are able to report incidents without fear of undue blame.

The ICB and its executive team are committed to open and transparent reporting of incidents and near-misses involving staff, contractors, and visitors. The ICB believes it is unacceptable to prioritise other objectives at the expense of safety.

This policy describes how the ICB will respond to incidents, report incidents to the appropriate authority, investigate incidents, and communicate with staff and the media following a serious incident and how we will ensure that lessons are learnt.

[bookmark: _Hlk102550016]The Policy should be read in conjunction with the Information Governance and Cyber Incident Management and Reporting Procedure.


2	SCOPE AND DEFINITIONS

SCOPE
This policy applies to all incidents or near-misses occurring within the ICB to staff, visitors and contractors and property that could impact on ICB’s ability to achieve its objectives. This will be achieved by:
· Providing guidance on the process of reporting and managing incidents to ICB employees and contractors. 
· Setting out the roles and responsibilities of ICB employees, contractors, committees and the organisation as whole in the reporting and management of incidents.
· Outlining the principles that underpin the organisation’s approach to incident reporting and management 
· Providing clear definitions of the terminology within incident reporting and management, to ensure that no confusion exists between historical and current terms 
· Providing clear guidance to employees of the organisation as to the kinds of incidents and issues that can be reported within the system 
· Providing a clear organisational position on the principles of investigation used when responding to incidents, including fair blame and root cause analysis 
· Outlining how actions, outcomes, trends and lessons learned from incidents will be monitored and reviewed 
· Providing a clear description of the reporting and management process based on the tools available in the Datix to ensure that all the above can be achieved.
Note: Datix is a system which is used by Frimley ICB to record and manage a range of incidents. 

Examples of incidents subject to the policy include but are not limited to the following:
· Information Governance incidents
· Accidental damage or loss
· Security breach/theft
· Property damage to buildings or vehicles
· Injury/accident/ill-health to staff or others
· Staffing issues
· Stakeholder issues
· Abuse (verbal or physical)
· Staff feel at risk
· Vulnerable adult or child
· Self-harm, misuse of drugs
· Communication breakdown
· Estates – problems in utilities or working environment.


The incident might impact on various aspects of ICB operations for example:
· Our reputation
· Our resources
· Our staff
· Our quality of services


DEFINITIONS
Incident – any accident, event or circumstance that led to harm, loss or damage, to people, property or reputation, or any other event that could have an impact on ICB’s ability to achieve its objectives.

Near-miss – an accident that did not lead to harm, loss or damage but potentially could have done.
Examples of types of incidents 

The following are examples of types of incidents used in this document: 

A Business Continuity Incident 
An unwanted event that threatens staff, buildings, operational procedures or the reputation of the organisation which requires special measures to be taken to restore things back to normal. 
Corporate Business Incidents 
A corporate business incident is an event or circumstance that could have or did have a negative impact on the way the ICB does business with their, stakeholders and that could lead to financial loss. 

Clinical Incidents 
A clinical incident is any unintended or unexpected incident which could have led to or did lead to harm for one or more patient’s receiving NHS care. 

Health and Safety, Fire, Security and Environmental Incidents 
A health and safety, fire, environmental or security incident is an event or circumstance that affects staff/visitors’ safety. 

A reportable health and safety incident will fall under one of the following categories: 

 estates facilities - could include a water leak, a lack of electricity occurring in buildings 
 environmental – impact on land, air, or watercourses 
 fire - could include fire outbreak, false alarm 
 health and safety other – not falling into any of the above categories 
 staff ill health - could include seizures, work related disorders 
 security - could involve damage, loss, theft 
 staff accident – e.g., slips, trips and falls, injuries to persons 

Information Governance Incidents 
An information governance incident is an event or circumstance which affects or could affect the security of the information maintained by the ICB. 

IG incidents will fall into one of the following cause groups: 

 damage to hard copy records 
 inappropriate access to/or disclosure of a person’s information 
 information left unattended (printer, empty office) 
 lost/stolen – equipment 
 misdirected email containing confidential information 
 misdirected hardcopy (e.g., post, fax etc.) 
 password sharing 

Information Technology (IT) Incidents 
An information technology (IT) incident is an event or circumstance that affects or could affect the way the ICB does business negatively and is attributed to IT systems and/or the network. These incidents will most often include, but are not limited to: 

 hardware failure 
 network failure 
 software failure 
 server failure 
 telecommunications failure 
 virus discovery


3.	INCIDENT REPORTING PROCEDURE
All ICB employees have a duty to report any incident that they are involved in, witness or become aware of and must ensure it is reported either by themselves or another person.
 
The reporting of incidents and near-misses is a key element in the governance of the organisation. Having a system that enables the capture and analysis of incident information is the cornerstone to effective risk management and can assist in the learning of lessons, prevention of harm and improvement of performance.

REPORTING THE INCIDENT
Incidents involving members of the public and ICB employees or ICB property must be reported according to this policy. (The term ‘ICB employees’ includes any contractors or interim staff in its employment).

If an incident involving an ICB employee happens outside ICB property, this must also be reported. This would occur if the person were engaged in activities related to their work duties.

When an incident happens, the first response must be to make the situation safe and to ensure the needs of any individual affected by the incident are addressed, including any urgent medical care. All serious incidents must be reported immediately to the line manager. 
For an incident relating to information governance, the Senior Information Governance Manager (SCW CSU) and line lanager be notified as soon as possible, to determine who should be involved in the investigation- see appendix A for details
All evidence should be protected and secured. For example, damaged equipment retained, or IT activity logs copied, in case there is a need for further investigation.

It is important to record all facts before the memory fades or the situation changes. An Incident Report Form should be completed using the risk management system Datix.
In describing what happened, it is important to state the facts and not opinions. This is because this information may be used in the event of legal action. The person experiencing or witnessing the incident must complete an Incident Report form on Datix immediately after the event, or within 24 hours. 
The Datix system will notify all relevant parties of the incident’s occurrence. This may include the line manager of the employee involved and for information governance incidents to the Senior Information Governance Manager (SCW CSU), SIRO and Caldicott Guardian.

The line manager will ensure that an investigation is conducted into the incident and that any remedial action is taken and recorded. If there is any doubt as to what remedial action should be taken, the line manager should consult the relevant person without delay. This may be, for example:

· Lead for Health and Safety incidents, risks. These will need to be added to the relevant registers
· The Senior Information Governance manager for Information Governance incidents 

The line manager will investigate the incident and prepare an action plan to help prevent similar incidents from happening again.

REPORTING HEALTH AND SAFETY AND INFORMATION SECURITY INCIDENTS
Some accidents, cases of disease and some dangerous occurrences must be reported within a specified time by the ICB to the Health and Safety Executive or other external body. Incidents of this type are described in Appendix A. If there is any doubt about whether an incident should be reported externally, staff should seek advice from the lead of Health and Safety.

Some information governance incidents must be reported by Senior Information Governance Manager within a specified time to the Department of Health, Information Commissioners Office within 72 hours of the incident. These are described in the Information Governance and Cyber Incident Management and Reporting Procedure. If there is any doubt whether an incident of this type should be reported externally, staff should seek advice from the Senior Information Governance Manager 

A member of the executive team will determine if any other external agencies including the Department of Health, the Police, Fire Authority or Environmental Health Agency need to be informed.
INVESTIGATING AND GRADING THE INCIDENT
Investigations are conducted on incidents for three reasons:
· To establish the cause
· To ensure that corrective action is taken to prevent the event from happening again
· To ensure that sufficient information is available for the formal report made to external bodies

When the line manager completes the Incident Report Form, he or she should assign a risk grading to the incident using the matrix provided on Datix. Managing risk is described in more detail in the ICB Risk Management Strategy.
Incidents with a risk rating of low or minor should be investigated by the manager receiving the form on Datix. The amount of effort put into investigating the incident should be proportional to the risk scoring. 
Incidents graded moderate, high, and extreme must be notified immediately to the lead for Health & Safety of the ICB and for Information Governance be reported to Caldicott Guardian and Data Protection Officer. 

An investigation may be conducted by an external body, if appropriate, with the approval of the Accountable Officer. Incidents may need to be re-graded following the investigation if there is a risk they may happen again.

Any remedial action taken should be noted on the Incident Report Form on Datix. It is important that a risk assessment is done where there is a possibility that a risk remains. If remedial action is not immediate, the risk should be added to the relevant Risk Register. If the incident is related to an issue that was already identified as a risk, the risk assessment should be checked to make sure it is still appropriate or whether the assessment should be revised.

FURTHER MANAGEMENT OF Non-IG RELATED INCIDENTS AND RELATED RISKS
If analysis of the incident has indicated there is a continuing risk, the line manager will add the incident to the Directorate Risk Register. If necessary, the Director of Governance, as the lead for Risk Management will contact the investigator to discuss the incident, grading or investigation. Incidents that were graded moderate or high may need more detailed investigation. 

Any action plans drawn up following an investigation into an incident will be monitored by the line manager and provide quarterly report to the Health and Safety group or specified in the action plan. 
Role of Health & Safety Group
The Health & Safety group will have responsibility:
· of reviewing all incidents each quarter
· analyse the types of incidents and the trends
· ensure that any action plans are delivered within the period following investigation. The group will collectively close the incidents 
· where the incidents have other implications for the ICB, that they are reported to the executive team to ensure that relevant resources are put in place to prevent the incident from happening again. 

COMMUNICATING WITH STAFF AND THE MEDIA
The ICB communications team may need to be involved where information about incidents needs to be shared more widely with ICB staff or where there is media interest in the incident.

SHARING OF LESSONS LEARNT
This is a critical part of incident management and one of the reasons for investigating. The quarterly report of all incidents will be made available to Health & Safety group and the recommendation and summary of the report will be made available to all staff via staff partnership forum. This will identify any further actions that should be taken to ensure that the ICB learns from the incident. 

4.	ROLES AND RESPONSIBILITIES

The Accountable Officer has overall responsibility for ensuring there is an effective mechanism in place in ICBs for reporting incidents, including those that need to be reported externally, and ensuring risks are identified and lessons are learned.

Associate Directors & Senior Managers at ICBs are responsible for ensuring that incidents are reported and investigated, and lessons learned.

Directors are responsible for ensuring that incidents rated moderate or high occurring in their directorate are investigated, action plans put in place and any remaining risks are reflected in the Risk Register. When necessary, they must also ensure that incidents are reported to the relevant external body.

For incidents that are graded moderate or high, the lead for Risk Management will support the managers in investigating the incident and coordinating with the appropriate internal team, for example, Information Governance, Health and Safety Lead, or the relevant external body. 

Line Managers are responsible for reviewing and approving the Incident Report Form on Datix. This involves grading the severity of the incident and ensuring it is reported to the correct person internally and externally, as described in section 3, within the required time. They are also responsible for investigating those incidents that are graded low or very low, for developing an action plan to help ensure the incident does not occur again and for monitoring progress against the action plan.

The Senior Information Risk Owner (SIRO) is responsible for ensuring that information security incidents are investigated and effectively managed. He or she will also ensure that the executive team is kept informed about all information risk issues. (See Appendix A for more information on this role).
The Caldicott Guardian is responsible for ensuring that information governance incidents relating patient confidentiality are investigated and effectively managed and will ensure the executive team is kept informed about any incidents relating to the risk of patients’ confidential information. (See Appendix A for more information on this role)

The Data Protection Officer with support from the Senior IG Manager from SCWCSU is responsible for providing specialist support to the SIRO and acts as a subject matter expert on all matters related to information governance and cyber security. 
Staff involved in or witnessing an incident will complete the Incident Report Form within 24 hours of the incident occurring.

5.	TRAINING
All staff will receive training in incident reporting as part of the overall programme of risk management training. Additionally, line managers and appropriate service line leads at the ICB will receive training on conducting investigations. 
6.	PUBLIC SECTOR EQUALITY DUTY
The Equality Act 2010 requires public bodies to consider the needs of all individuals in their day-to-day work. Our assessment is that there are no implications for equality in this policy. If you believe you or other groups are disadvantaged by anything contained in this document, please contact the Document Lead who will respond to your enquiry.


7.	MONITORING COMPLIANCE AND EFFECTIVENESS
Compliance with and the effectiveness of this policy will be monitored by the executive team, by means of regular reviews and audits of the ICB risk management framework. Any necessary changes will be reflected in future revisions of the policy.

8.	REVIEW
This document will be reviewed every three years at minimum. However, the executive team may request a review at any time.

9.	REFERENCES AND ASSOCIATED DOCUMENTS 
This policy should be read in conjunction with the following ICB policies and procedures:

a. Risk Management Strategy
b. Whistleblowing Policy
c. Health and Safety Policy
d. Information Governance Handbook
e. [bookmark: _Hlk102557183]Information Governance and Cyber Incident Management and Reporting Procedure
REFERENCES
Health and Safety at Work regulations, 1999
Reporting accidents and incidents at work, a brief guide to the Reporting of Injuries, Diseases and Dangerous Occurrences Regulations 2013 (RIDDOR)

National Framework for Reporting and Learning from Serious Incidents Requiring Investigation

Checklist Guidance for Reporting, Managing and Investigating Information Governance Serious Incidents Requiring Investigation
Information Governance and Cyber Incident Management and Reporting Procedure

Appendix A

REPORTING INJURIES, DISEASES AND DANGEROUS OCCURRENCES- GUIDANCE FOR MANAGERS 2013


WHAT IS RIDDOR?
RIDDOR is the law that requires employers and other people in control of work premises to report and keep records of:

· Work-related accidents which cause death
· Work-related accidents which cause serious injuries (reportable injuries)
· Diagnosed cases of certain industrial diseases
· Certain ‘dangerous occurrences’ or incidents with the potential to cause harm. There are also specific requirements for gas incidents.
The report informs the authorities about deaths, injuries, occupational diseases and dangerous occurrences so they can identify where and how risks arise and whether they need to be investigated.


WHAT MUST BE REPORTED?
Work-related accidents
For the purposes of RIDDOR, an accident is a separate, identifiable, unintended incident that causes physical injury. This includes acts of violence to people at work.

Not all accidents need to be reported. A RIDDOR report is only required when:

· The accident is work-related and
· It results in an injury of a type which is reportable, as listed below in the next paragraph.

When deciding if the accident that led to the death or injury is work-related, the key issues to consider are whether the accident was related to:

· The way the work was organised, conducted or supervised
· Any machinery, plant, substances or equipment used for work
· The condition of the site or premises where the accident happened.

If none of these factors are relevant to the incident, it is likely that a report will not be required.

See http://www.hse.gov.uk/riddor/reportable-incidents.htm for examples of incidents that do and do not need to be reported.
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Types of reportable injury
Deaths
All deaths to workers and on-workers must be reported if they arise from a work-related accident, including an act of physical violence to a worker. Suicides are not reportable, as the death does not result from a work-related accident.

Specified injuries to workers
The list of specified injuries in RIDDOR 2013 (regulation 4) includes:

· A fracture, other than to fingers, thumbs and toes
· Amputation of an arm, hand, finger, thumb, leg, foot or toe
· Permanent loss of sight or reduction of sight
· Crush injuries leading to internal organ damage
· Serious burns (covering more than 10% of the body, or damaging the eyes, respiratory system or other vital organs)
· Scalpings (separation of skin from the head) which require hospital treatment
· Unconsciousness caused by head injury or asphyxia
· Any other injury arising from working in an enclosed space, which leads to hypothermia, heat-induced illness or requires resuscitation or admittance to hospital for more than 24 hours

Over-seven days injuries to workers
This is where an employee or self-employed person is away from work or unable to perform their normal work duties for more than seven consecutive days (not counting the day of the accident).

Injuries to non-workers
Work-related accidents involving members of the public or people who are not at work must be reported if a person is injured and is taken from the scene of the accident to hospital for treatment to that injury. There is no requirement to establish what hospital treatment was provided and no need to report incidents where people are taken to hospital purely as a precaution when no injury is apparent.

Reportable occupational diseases
Employers and self-employed people must report diagnoses of certain occupational diseases where these are likely to have been caused or made worse by their work. These diseases include (regulations 8 and 9):

· Carpal tunnel syndrome
· Severe cramp of the hand or forearm
· Occupational dermatitis
· Hand-arm vibration syndrome
· Occupational asthma

· Tendonitis or tenosynovitis of the hand or forearm
· Any occupational cancer
· Any disease attributed to an occupational exposure to a biological agent

Reportable dangerous occurrences
Dangerous occurrences are certain, specified near-miss events (incidents with the potential to cause harm). Not all such events require reporting. There are twenty-seven categories of occurrences that are relevant to most workplaces. For example:

· The collapse, overturning or failure of load-bearing parts of lifts and lifting equipment
· Plant or equipment coming into contact with overhead power lines
· Explosions or fires causing work to be stopped for more than 24 hours. For the complete list see the online guidance at www.hse.gov.uk/riddor.

RECORDING REQUIREMENTS
You must keep a record of:

· Any accident, occupational disease or dangerous occurrence which requires reporting under RIDDOR
· Any other occupational accident-causing injuries that result in a worker being away
from work or incapacitated for more than three consecutive days (not counting the day of the accident) but including any weekends or other rest days). You do not have to report over three-day injuries unless the incapacitation period goes on to exceed seven days.
FURTHER INFORMATION
For more information on RIDDOR requirements can be found in the ICB Health & Safety Policy and at: www.hse.gov.uk/riddor






Equality Analysis Screening Template
	Title of Policy:
	Incident Management Policy including RIDDOR Reporting

	Brief description of Policy
	This policy sets out the ICBs approach to the management of incidents in fulfilment of its strategic objectives and statutory obligations.
The reporting of incidents will help the ICB identify potential breaches in its core business including breaches in: 
 contractual obligations 
 internal processes 
 performance targets 
 service specifications
 statutory duties

	Directorate Lead:
	Accountable Officer

	Is this a new Policy of existing?
	New




	Equality Group
	Does this policy have a positive, neutral or negative impact on any of the equality groups?
Please state which for each group.

	Age
	Neutral

	Disability
	Neutral

	Gender reassignment
	Neutral

	Marriage and civil partnership
	Neutral

	Pregnancy and maternity
	Neutral

	Race
	Neutral

	Religion or belief
	Neutral

	Sex
	Neutral

	Sexual Orientation
	Neutral

	Carers
	Neutral



	Screening completed by
	Job title and directorate
	Date completed

	
	
	



	Director’s name
	Director’s signature
	Date completed
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